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ISSUE: Threats from Cooperated Devices (* ¢ 2>

If even Single App is safe, but may be vulnerable in cooperated situation
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Trust(safety and security)Level Difference (+ CC DS
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Value and Cost Balance . CCDS
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To To Do To Do I

CCDS Overview . CCDS

Name: General Incorporated Association: Connected Consumer Device Security Council
Establishment: October 6, 2014

Chairman: Hideyuki Tokuda (Professor of Keio University, Cabinet Security Advisor)
Representative Director: Tsukasa Ogino (Specially Appointed Professor, Kyoto University)
Managing Director: Kosuke Ito (Zero-one Laboratory)

Directors: Atsuhiro Goto (Professor, Institute of Information Security, SIP: PD)
Katsutoshi Hasegawa (President, eSOL Co., Ltd.)
Hiroyuki Hattori (President, Witz Co., Ltd.)

Number of members: 129
(Official members or higher: 43, General members: 62, Academic members: 14, Liaison members: 10)

Main businesses:

1. Internal/external trend investigation on security in various field of life devices, and
interchange/cooperation with internal/external organizations

2.  Development of security technology which satisfies safety and security of life devices

3. Development of security design process, development/preparation of verification method
guidelines and promotion of international standardization

4. Preparation/control of life device verification environment, verification business and human
resource development on security, public relations/dissemination activity, etc.
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SCOPE . CCDS

Embedded/IoT/M2M in general, Connected Consumer Devices
which are not operated (monitored and controlled) by professionals
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R&D Units activities . CCDS

A Unit 1 (stationed in Okinawa):
I Unit Leader: Dr. Inoue, Assoc. Prof. of Hiroshima City Univ.

I R&D in Car Hacking (CAN) hacking, USB Hacking, Feedback fuzz
data processing function on fuzzing tool, etc.

A Unit 2:
I Unit Leader: Dr. Ogino, Kyoto Univ.

I R&D in Home GW vulnerability research, Auto Vulnerability
checker for Android apps, etc.
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Cyber Security Policy for Vitalizing Society and
its sustainable developmentbyNisc__ * ©© 2=

Security By Design (SBD)
System Design with Security Consideration
from planning and design stage

Preparation of the general guidelines
to affect securityon loT system

Enforcement of the technology development and proof trial
In consideration of the characteristic (long life cycle,
limit of the processing capacity) of the loT system,

importance of the hardware genuine nature

NISC:
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