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4) Exploit Code % A2 3EiET A b 2B THEME L, BOERHL) L22WEE

W R
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O Megtemtsy — L2 AL, Xy b7 —27 OMEFHEA X ¥ 2179,
[BEY —AVOREF (GVM)]
Target DX E
—Port list : [All TCP and Nmap top 100 UDP}
MA— M A¥ v U OfER. ERlSEICE 1720 UDP R — h a3 &z 35&12i%, UDP
DRBAR— MY X MEBIMLTER L, BET 5.
Scan Task D% E
—Scanner : [OpenVAS Default]

—Scan Config : [Full and fast|

(=]
%3 —/Lfi| : GVM(OpenVAS) : NVTs Version |3 Mgl THHT D /N— 3 v % F)
Mo
BET— FICL - T, BIREND R — FORENER L2 DHBA1T. ThEhOE—
R CHEss MR A% 1T 9.
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8. AHA RFA v LoETE

KA RTACE#E LX) T 8L, £ 5 IRTUHNOEXR 2 T ¢ CEL O, SIS
PRI HOWTIE, BIEE TANNEX1 {ish = U T 4 HA KT A v « fEBUE~O%L ] 25ROz L,

# 5 ANNEX1 THBIR L T 5 CF

51T ®T B4
NIST 2022 4- 9 H | NIST IR 8425 "Profile of the IoT Core Baseline for Consumer IoT
Products"
ETSI 2020 4- 6 A | ETSI EN 303 645 v2.1.1 "Cyber Security for Consumer Internet of
Things: Baseline Requirements"
EUROPEAN 2022 9 H | "ANNEXES to the PROPOSAL FOR A REGULATION OF THE
COMMISSION EUROPEAN PARLIAMENT AND OF THE COUCIL"

RHA RTA NZFH L TWOBAIBREFEICOWTIE. ICCDSIoT v = U T « FHMERGET A T4 )
HHETEROZ L,

7 TCCDSIoT &= U7 FHBMGET A RT 4 > %11

https://www.cceds.or.jp/public_document/index.html#Verification_guidelines1.0
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9. &&EHK

AT 5B E XA L IR,

[1. BEEEMCBEET A R 1]
https://www.cryptrec.go.jp/list.html

[ETBFICB T 2REO OISR T &S0 U A MCRYPTREC K= U A 1))
(BofedkeiT: 2022 45 3 A 30 H, CRYPTREC LS-0001-2022)
https://www.cryptrec.go.jp/list/cryptrec-1s-0001-2022.pdf

MRS (7T Y R AR OSEESRIN) (2B 2 E I
(WK : 2022 4 7 H . CRYPTREC LS-0003-2022)
https://www.cryptrec.go.jp/list/cryptrec-1s-0003-2022.pdf

[2. EEHA FTA4 v ORERE]
https://www.cryptrec.go.jp/op_guidelines.html

[CRYPTREC W =HfkiiHA KT 4 > (SHA-1) &kl (CRYPTREC GL-2001-2013R1)
https://www.cryptrec.go.jp/report/cryptrec-gl-2001-2013r1.pdf

[CRYPTREC W55 ii 14 KZ A (8 EHK55) ] (CRYPTREC GL-2003-2016JP)
https://www.cryptrec.go.jp/report/cryptrec-gl-2003-2016jp.pdf

[ 5-a% A % > A | (CRYPTREC GL-3003-1.0)
https://www.cryptrec.go.jp/report/cryptrec-gl-3003-1.0.pdf

S EE B o 2 7 Ak EHEE GEAHR) | (CRYPTREC GL-3002-1.0)
https://www.cryptrec.go.jp/report/cryptrec-gl-3002-1.0.pdf

TLS B 5 EH A K74 > (CRYPTREC GL-3001-3.1.0)
https://www.cryptrec.go.jp/report/cryptrec-gl-3001-3.1.0.pdf
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[3. BN DEF=V T 0 B CE - EHE]
NIST IR 8425 "Profile of the IoT Core Baseline for Consumer IoT Products" (NIST)
https://csre.nist.gov/publications/detail/nistir/8425/final

ETSI EN 303 645 v2.1.1 "Cyber Security for Consumer Internet of Things: Baseline Requirements"
(ETSD
https://www.etsi.org/deliver/etsi en/303600 303699/303645/02.01.01 60/en_303645v020101p.pdf

"ANNEXES to the PROPOSAL FOR A REGULATION OF THE EUROPEAN PARLIAMENT AND
OF THE COUCIL"(EUROPEAN COMMISSION)
https://trade.ec.europa.eu/doclib/docs/2021/december/tradoc_159967.pdf

[4. CCDSEHEHN A KT A ]
[CCDS IoT % = U7 4 fHMlfRAET A K7 A > 5 1 (i

https://lwww.ccds.or.jp/public_ document/index.html#Verification guidelines1.0
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